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Summary of Research Related to Use of Ambient Intelligence Tools in Clinical Settings
There is no New York law or regulation addressing the use of ambient intelligence tools generally or in clinical settings, specifically. New York regulates the recording of conversations under the NY Penal Law eavesdropping provisions, which make it a felony to “unlawfully engage[] in wiretapping, mechanical overhearing of a conversation, or intercepting or accessing of an electronic communication.”[footnoteRef:1] Each of these constitutes “eavesdropping” and each is defined to apply to situations in which at least one party to a conversation does not consent to the overhearing or recording of the conversation, meaning New York is generally a “one-party consent” state.[footnoteRef:2] Thus, if a provider consents to the use of ambient intelligence tools in their clinical encounters, any overhearing, recording, transcription, or other collection of the provider’s conversations with patients would not violate New York’s eavesdropping laws. [1:  N.Y. Penal Law § 250.05.]  [2:  N.Y. Penal Law § 250.00; Flagler v. Trainor, 663 F.3d 543 (2d Cir. 2011).] 

“Wiretapping” means “the intentional overhearing or recording of a telephonic or telegraphic communication by a person other than a sender or receiver thereof, without the consent of either the sender or receiver, by means of any instrument, device or equipment.”[footnoteRef:3] “Telephonic communication” requires a transfer containing a “human voice” by use of “wire, cable, or other like connection between the point of origin and the point of reception (including the use of such connection in a switching station) furnished or operated by any person engaged in providing or operating such facilities for the transmission of communications” and “any electronic storage of such communications.”[footnoteRef:4] This includes transfers made only in part through wires, cables, or similar connections.[footnoteRef:5]  [3:  Id. at (1).]  [4:  Id. at (3).]  [5:  Sharon v. Sharon, 558 N.Y.S.2d 468 (Sup. Ct. 1990).] 

When ambient intelligence tools are used in a clinical setting, the prohibition on wiretapping would be most applicable in the context of a telehealth visit during which neither the patient nor provider has consented to the use of such tools. In-person encounters in which wires, cables, or other connections are not used to transmit a conversation would not be subject to the wiretapping law.
“Mechanical overhearing of a conversation” means “the intentional overhearing or recording of a conversation or discussion, without the consent of at least one party thereto, by a person not present thereat, by means of any instrument, device or equipment.”[footnoteRef:6] This type of eavesdropping also would not apply in the context of a clinical encounter involving ambient intelligence tools as the provider (one party to the conversation) is present for and involved in the conversation. [6:  N.Y. Penal Law § 250.00(2).] 

[bookmark: _bookmark0][bookmark: _bookmark1][bookmark: _bookmark2][bookmark: _bookmark3][bookmark: _bookmark4][bookmark: _bookmark5][bookmark: _bookmark6][bookmark: _bookmark7]“Intercepting or accessing of an electronic communication” means “the intentional acquiring, receiving, collecting, overhearing, or recording of an electronic communication, without the consent of the sender or intended receiver thereof, by means of any instrument, device or equipment, except when used by a telephone company in the ordinary course...”[footnoteRef:7] “Electronic communication” means “any transfer of signs, signals, writing, images, sounds, data, or intelligence of any nature transmitted in whole or in part by a wire, radio, electromagnetic, photoelectronic or photo-optical system,” subject to various exceptions not applicable here.[footnoteRef:8]  [7:  Id. at (6).]  [8:  Id. at (5).] 

Restrictions on intercepting or accessing of an electronic communication would have limited application regarding use of ambient intelligence tools in the clinical context, similar to wiretapping above. This law would also most logically apply in the case of a telehealth visit during which neither the patient nor provider has consented to the use of such tools and recording of conversations during in-person encounters would not fall within this provision’s scope.
A number of legislative and administrative policies regarding the use of AI have been proposed or implemented over the past few years in New York, none of which directly address ambient intelligence tools. New York introduced 19 laws addressing AI in 2026, but only one has passed to date:
New York State passed an amendment finalizing the Responsible AI Safety and Education (RAISE) Act,[footnoteRef:9] which establishes detailed transparency and safety requirements for developers of large frontier AI models. The law requires developers to establish and publicly disclose a comprehensive AI framework describing the technical and organizational protocols used to manage model risks, ranging from model training practices to catastrophic risk assessment and mitigation. Developers must also publish transparency reports before deploying new or substantially modified frontier models disclosing specific information, including the intended uses of the model, restrictions or conditions on use, and summaries of risk assessments and mitigation efforts. The law further prohibits large frontier developers from developing, deploying, or operating a frontier model in New York unless a current disclosure statement has been filed with the newly established state office authorized to oversee compliance, collect incident reports, and enforce the Act. [9:  General Business Law Article 44-B (Section 1420 et al).] 

Several broader AI regulatory bills were introduced this legislative session, including proposals that could potentially affect deployers of ambient listening tools and systems, but none have passed to date. 
Unless courts place limits relating to, ambient intelligence, use of AI specifically in clinical settings, or consumers’/patients’ affirmative consent to or rights to opt-out of the use of AI-enabled tools and systems with which they interact or to which they are exposed, clinical entities and providers need not affirmatively obtain patient consent for the use of ambient intelligence tools under applicable law. Nonetheless, due to the sensitivity and generally confidential nature of personal health information and other information discussed during clinical encounters between patients and providers, as well as the increasingly prevalent cybersecurity threats to organizations that operate in the healthcare sector, it may be advisable that patients be advised that ambient intelligence tools are being used during such encounters. In addition, some providers are choosing to post in the exam room or the waiting room a disclosure that ambient intelligence tools are being used.
[bookmark: _bookmark8][bookmark: _bookmark9]In light of the ongoing increased scrutiny of AI by lawmakers and regulators, CHCANYS members who desire to employ ambient intelligence tools in clinical encounters may decide to implement procedures through which they can obtain consents from both providers and/or their patients (or provide disclosure to the provider) prior to a clinical encounter.
For providers, consents can be most readily obtained at annual trainings (for existing providers) or during initial onboarding (for new providers). Obtaining from each provider a blanket consent for the use of ambient intelligence tools in all of the provider’s clinical encounters with patients would be the easiest to administer, collect, and maintain for CHCANYS members. If providers consent to the use of ambient intelligence tools, such consent would satisfy New York’s one-party consent rule to guard against potential violations of eavesdropping laws, to the extent applicable (i.e., patient consent to the use of the tool would not be required under current law). A form of blanket consent to the use of ambient intelligence is attached hereto as Exhibit 1.
For patients, disclosure or consent, while not required under current law if the provider has already consented to the use of ambient intelligence tools, may still be desired in the clinical setting and can be most readily obtained during the intake process or upon the provider first entering the exam room. A form of patient disclosure to the use of ambient intelligence is attached hereto as Exhibit 2. We caution providers, however, from obtaining patient consent if they are unable to ensure that such tools are not used if the patient does not consent. Even if consent is not obtained, we recommend that providers post something in the exam room reminding patients to advise the provider that they do not want the ambient listening tool used (to remind providers to not use it in that encounter).
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