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This is an Example Policy and can and should be modified by the health center to align with existing governance structure, roles and responsibilities and processes. Further, the health center should revise the policy as necessary to ensure it can comply with the policy.
[bookmark: _Toc213146342]Data Governance
Data Governance
Example Data Governance Policy
I. Principles of Data Governance
II. Data Governance Structure and Roles
III. Core Policy Areas
A. Data Quality Policy
B. Data Access Policy
C. Data Literacy Policy
D. Data Sharing Policy
E. Data Retention Policy
IV. Policy Enforcement and Review
Note: AI Data Use and Governance
Appendix 1: Data Governance Charter
Appendix 2: References

[bookmark: _Toc213146343]Example Data Governance Policy
Policy Name: Data Governance Policy
Purpose: This policy establishes the framework for managing data as a strategic asset across the health center. 
This policy is intended to uphold the quality, usability, and appropriate access of all structured and unstructured data. This policy supports evidence-based decision-making, improves patient care, enhances operational efficiency, and fosters data literacy throughout the organization.
[bookmark: _Toc213146344]I. Principles of Data Governance
The health center adheres to the following guiding principles for data governance:
· Data as a Strategic Asset: Data is a valuable organizational asset with both value and inherent risks, and it must be managed accordingly.
· Accountability and Ownership: Clear roles and responsibilities will be assigned for data ownership, stewardship, and custody, ensuring accountability for data quality and management throughout its lifecycle.
· Data Quality: Data must be accurate, complete, consistent, current, defined, granular, precise, relevant, and timely. Efforts will prioritize data quality across all systems and processes.
· Data Literacy: The organization is committed to increasing the understanding of data management principles, adherence to standards, policies, and procedures, and the ability to interpret and utilize data effectively across all staff.
· Appropriate Data Access: Data will be made available to authorized users when needed, ensuring its value is maximized through appropriate and efficient access.
· Collaboration and Communication: Data-related decisions and protocols will be thoroughly communicated throughout the organization, fostering a shared understanding and collaborative approach to data management.
· Continuous Improvement: Data governance is an iterative process, with ongoing review, adaptation, and improvement in response to organizational needs, technological advancements, and new regulations.
[bookmark: _Toc213146345]II. Data Governance Structure and Roles
The health center will establish a formal data governance structure with clearly defined roles and responsibilities. Note that these roles are not necessarily new FTE, but rather a formalization of specific responsibilities.








	
· Data Governance Committee (DGC): A multidisciplinary group appointed by executive leadership (e.g., CEO, CIO, CMO) that oversees the organization's information and data management goals, standards, practices, and processes.[image: ]
· Responsibilities: Setting the vision and direction, championing strategic alignment, overseeing policy and process decisions (e.g., data classification approaches, information usage, data stewardship, change management, retention), and promoting a data-driven culture.
· As the Data Governance Committee begins its work, it will complete the Data Governance Charter (Appendix 1).
· Membership: Includes representatives from administrative, clinical, operations, finance, IT, Quality Improvement (QI), and other departments/ functions who are regularly using data or making data-driven decisions.
· Chief Data Officer (CDO) / Executive Sponsor: Provides vision and strategy for all data management activities, leads global data management, governance, and quality, and establishes data policies and standards.
· Data Trustees (Data Owners): Senior leaders with deep knowledge and authority of a data domain, accountable for how data is defined and used from a business perspective. They approve business terms and definitions and ensure data accuracy across the organization.
· Data Stewards: Depending on the size of the organization and variability of sites/ roles, one or both of the roles below will be needed. 
· Lead Data Stewards: Individuals with deep knowledge of how data is used within specific data domains. They lead and coordinate efforts for associated Data Stewards, ensure policy and standards are followed (with a focus on data quality), and escalate issues for resolution.
· Data Stewards: Have overall accountability for data and reporting by managing data assets, data lineage, and data access. They define business terms and definitions, approve data values, monitor data quality, and work collaboratively with business owners for accurate, timely, and complete documentation and data collection. They also promote data literacy within their area.
· Data Analysts / Data Services: Conduct analyses, identify patterns, and support the DGC and data stewards in building data literacy, ensuring data quality, and increasing data utilization. They manage the creation and lifecycle management of analytic data assets.
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This policy covers the following essential data governance areas:
[bookmark: _Toc213146347]A. Data Quality Policy
· Purpose: To ensure that organizational data used for decision-making, reporting, and patient care is reliable, accurate, and complete.
· Statements:
· Consistent Definitions: All data elements will have clear, standardized definitions and attributes, documented in a Data Dictionary or Data Inventory. This documentation will serve many purposes including as a reference for decision making and measurement, so priority should be given to those most timely for those purposes.
· For all data elements/ data assets, the following will be documented:
· Data type (i.e., clinical, operational/admin, financial)
· Data steward
· Source systems
· Data format and structure (i.e., what level of detail the data is available, for example, if lab results are stored as simple values or with detailed timestamps and units)
· Frequency of updates
· Storage locations
· Access controls and user roles
· Samples and templates:
· Massachusetts Health Data Inventory
· Data Dictionary Tool and Template 
· Data Hygiene and Validation: Routine processes will be implemented to identify and correct errors, duplicates, and inconsistencies in data. Automated and manual validation rules will be applied at the point of data entry and during routine audits.
· Quality Metrics: Key data quality indicators (e.g., completeness, accuracy, timeliness, consistency) will be monitored, tracked, and reported to relevant stakeholders to identify and address data issues.
· Data Cleaning & Improvement: Results from data hygiene/ validation and quality metric will drive data cleaning requirements and action plans for remediation. Root cause analysis will be performed for significant data quality issues when identified.
· Root Cause Analysis Samples and Templates 
· Root Cause Analysis Template
· Guidance for Performing Root Cause Analysis
· Training & Accountability: Ongoing training will be provided to all staff involved in data capture and use to ensure understanding on the importance of data quality and methods. Individuals creating data are accountable for its quality and must record it according to definition.
· Training and accountability will require clear guidelines on how and when to communicate updates (e.g., to definitions, quality processes, and access and retention policies), specifying when written documentation is necessary versus when verbal or quick updates are sufficient.
· If applicable, utilize a Competency Checklist to ensure understanding of data training and programs. 
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· Purpose: To ensure that employees have appropriate access to organizational data, maximizing its value while safeguarding sensitive information and supporting efficient business conduct. There are some differences between EHRs and population health tools (like Azara or Relevant) to be considered:
· EHR: An EHR is the foundational tool for a clinic. Its primary purpose is to support individual patient care by documenting and managing a patient's health information. The access controls in an EHR are designed to protect the privacy and security of a single patient's record.
· Key Considerations for EHR Access:
· Principle of Least Privilege: Staff members should only have access to the minimum amount of information necessary to perform their specific job functions.
· Clinical Workflow and Patient Safety: Access must be configured to support a seamless and efficient workflow. If a medical assistant cannot see a patient's allergies, it could create a patient safety risk. Therefore, role-based access must be finely tuned to balance security with operational needs.
· Audit Trails and Accountability: EHRs must have robust audit trails that log every user's access to a patient's chart, including what information was viewed, modified, or deleted. This is critical for monitoring for inappropriate access (e.g., an employee viewing a family member's or celebrity's record out of curiosity) and is a key requirement for HIPAA compliance.
· Population Health Platform: A population health tool is designed to manage the health of a group of patients, rather than a single individual. It aggregates information from the EHR to identify trends, manage chronic diseases across a patient panel, and improve care coordination.
· Key Considerations for Population Health Tool Access:
· Purpose-Driven Access: Access is granted based on a specific public or population health purpose. The justification for access is to improve outcomes for a defined cohort of patients, which is a different use case than individual patient treatment. This requires a different type of access control, often focused on granting permission to view patient lists that meet certain criteria rather than individual records.
· Minimum Necessary Information: While the context is different from the EHR, the "minimum necessary" principle from HIPAA still applies. Staff should only be able to view the patient information required to perform their population health function. For a care manager, this might include the patient's name, phone number, and A1c reading. It would not include social history, psychiatric notes, or other sensitive data not relevant to their task.
· Limited vs. Full PHI: Population health tools may contain "limited data sets" which still require careful management. These sets contain some PHI (e.g., patient name, date of birth, dates of service) but are often stripped of direct identifiers like social security numbers. This still requires robust security and access controls.
· Statements:
· Role-Based Access: Access to data will be granted only to authorized personnel, with permissions based on their defined roles and job functions. 
· Appropriate Use: The value of data is increased through appropriate access and use. Security measures will protect data and ensure proper use when accessed. This is supported by the considerations set forth above.
· Classification: Every data item will be classified by the relevant data steward to have an appropriate access level.
· Technology Framework: The IT department will provide the technological framework for data access provisioning, with data stewards ensuring appropriate access levels.
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· Purpose: To foster a data-driven culture by enhancing the ability of all staff members to understand, interpret, and effectively use data for decision-making and continuous improvement. The clinic seeks to present information in user-friendly, interpretable ways in recognition of the fact that how information is presented matters as much as what is presented. 
· Statements:
· Training & Education: Comprehensive training programs will be implemented, including new employee orientation, to build data literacy skills across the organization.
· Communication: Data-related decisions, policies, and standards will be communicated effectively and transparently to all stakeholders, acting as a "trusted broker" of information and conveying a "single source of truth" for key metrics.
· Visualization: Wherever possible, effective visualizations (e.g., dashboards, reports) will be developed and utilized to help frontline staff interpret and act on data results, promoting understanding among data producers and consumers.
· Wherever possible, visualizations will not depend on new or additional technologies, but rather will make use of existing software. 
· Support & Collaboration: Data governance roles will support collaboration among staff to discuss challenges, share best practices, and work towards common data understanding.
[bookmark: _Toc213146350]D. Data Sharing Policy
· Purpose: To detail how internal and external data requests are inventoried, tracked, and managed, ensuring data is shared securely and efficiently. Bi-directional data sharing to minimize duplication and improve care is a priority. 
· Statements:
· Formal Request Process: All data requests, internal and external, will follow a formal request process, including documentation, review, and approval by relevant data stewards and leadership.
· Security and Compliance: Data sharing will be conducted in a secure manner, ensuring compliance with all applicable privacy regulations (e.g., HIPAA) and documented data use agreements.
· Dissemination Controls: Dissemination of data will be controlled in accordance with established practices, prohibiting unauthorized dissemination.
· Data Integration: Data integration across information systems will be supported to streamline processes and contribute to efficient data use. Documented agreements regarding data use, retention, and responsibility will exist for integrated systems.
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· Purpose: To specify how long data must be retained to meet regulatory and/or organizational needs, and what should be done to the data after retention requirements have been met.
· Statements:
· Retention Schedules: Defined retention schedules will be established for different types of data based on legal, regulatory, and business requirements.
· Secure Disposal/Archiving: Data will be securely deleted, destroyed, or archived once retention requirements have been met, following established procedures.
· Versioning: A system for versioning data and reports will be maintained to track changes and ensure clarity on the data's historical context. Follow established guidelines for change management. 
· Samples and Templates
· Change Management Policy Example
· Change Request Form Example
· Document Change Log Example
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· Compliance: Adherence to this Data Governance Policy is mandatory for all employees, contractors, and third parties who access or manage the health center's data.
· Issue Resolution: Processes will be in place for identifying, escalating, and resolving data-related issues and non-compliance with this policy.
· Policy Review: This policy will be reviewed at least annually by the Data Governance Committee and updated as necessary to reflect changes in organizational needs, technology, and regulatory landscapes.

[bookmark: _Toc213146353]Note: AI Data Use and Governance 
It is recognized that the AI in healthcare landscape is evolving and, in many cases (e.g. ambient AI scribes), create data within EHRs and other tools. Refer to the following resources for example policies around use of AI technology. 
· CHC Model Policy for the Use of AI Technology
· CHC Model AI Request and Impact Assessment Form
· CHCANYS Artificial Intelligence Resources 
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A Data Governance Charter can help the committee or individuals tasked with managing this asset to define their scope (both initial scope and as it grows), activities and goals. It can also help to inform others in the organization about the importance of good data governance and how they benefit from it. 
Below is a template for you to use to create your charter; at the bottom an example charter is linked. The example is a robust charter for the data governance of a larger organization. Take the parts that seem useful as you introduce the idea of data governance in your organization and add more structure only as necessary. Yours does not need to look exactly like the example. 
	Data Governance Charter Component
	Description of what to enter (delete this column once done)
	
	

	Purpose
	A brief statement about why the group exists, what problems it will address, and its overall objective
	
	

	Scope
	A statement about what the committee is expected to do and accomplish, along with identification of boundaries
	
	

	Responsibilities
	A summary of the key responsibilities of the committee
	
	

	Goals
	A list of SMART goals that are more strategic in nature and, once achieved, will address/resolve the problems identified in the purpose statement
	
	

	Membership
	A list of who will participate on the committee and their role (committee chair, voting member, ad-hoc member, etc.). You may also include subgroups or subcommittees that will assist in achieving the goals of the committee (data services subgroup, BI department, etc.)
As necessary, a visual representation or statement about the relationship of the committee with respect to other decision-making bodies within the organization.
	
	

	OPTIONAL COMPONENTS
	

	Attendance and Participation
	Describe the expectations for attendance and participation.
	
	

	Authority
	Describe the scope of the committee's authority. Consider including what they do and do not have authority over.
	
	

	Frequency and Nature of Meetings
	Describe the meeting frequency and nature of the meetings (in-person, Zoom/ Teams, etc.)
	
	

	Operations and Escalation
	Describe how the meeting management function will be addressed (agenda creation, circulation of pre-read material, minutes, etc. and timeframes associated with all those items) and how the process for issue escalation.
	
	

	Guiding the Data Governance Committee
	Identify the committee lead and their responsibilities in leading the committee.
	
	



Refer to the second and third pages of this PDF for a completed example (note that the pages are labeled as Page 11 and 12 in the bottom right hand corner).

Here is another example of completed a Data Governance Steering Committee Charter.
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· Data Governance Handbook
· What is Data Governance? - Center for Care Innovations
· Data Strategy Worksheet - Center for Care Innovations
· Data Governance 
· Data governance: Driving value in healthcare
· slide 40-43 of this BPHC deck 
· AHIMA Information Governance & The Information Governance Adoption Model (IGAM™)
· Healthcare Data Governance | AHIMA (2022 version) 
· Information Governance Toolkit 3.0 (older version)  
· CHCANYS Data Management & Analytics Resources
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Figure 2 Hierarchy of Data Governance roles

Image Source: AHIMA Healthcare Data Governance, January 2022. Page 5.
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