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Disclaimers
▪ This presentation is for informational purposes only.  

▪ It does NOT, and is not intended to, constitute legal advice.

▪ Only your attorney can provide assurances regarding the 
application of this information to your particular circumstances.  
Attorneys at Oscislawski LLC always recommends you consult 
with your own counsel.

▪ The statements, views, and opinions expressed in this 
presentation and on the following slides are solely those of the 
presenter, and not those of CHCANYS.  



What questions or practical issues would you like to see addressed in the Information Blocking 
learning sessions from a Compliance and/or IT perspective?

1. Sharing/blocking psychotherapy notes with patients/parents/guardians. Information Blocking rule vs. 
HIPAA- preemption analysis. Including when they are part of an integrated health record (i.e., not kept 
separate from the health record). PRIVACY EXCEPTION

2. Latitude of ability to release information for care coordination purposes to non- covered entity 
PRIVACY EXCEPTION;  PROPOSED CHANGES TO  HIPAA PRIVACY RULE

3. Examples of patient data that fall under the self-harm clause. Tips on how to implement policy and 
how to document PREVENTING HARM EXCEPTION; TIP SHEET

4. Implications for behavioral health providers/SUD and BH compliance issues PRIVACY EXCEPTION; 
TECHNOLOGY (segmentation)

5. Questions surrounding auto-release of results to patient portals e.g., risk of feeding information to a 
patient portal before provider review.  INFORMATION BLOCKING; PREVENTING HARM; INFEASIBILITY

6. What turnaround time frames do you recommend when the org has 2 or more EMRs?  ONC FAQ.

7. Staff still need crystal-clear explanations of why common steps (e.g. requiring patient request) are info 
blocking.  REQUEST IS PRE-REQUISITE.  ONC FAQ ON PORTALS. 

8. Questions surrounding making available full clinical notes.  USCDIv2;  CONTENT EXCEPTION.

9. How do the functionality of interfaces effect our legal standing.  INFEASIBILITY EXCEPTION

10. Sample compliance P&P LEGAL HIE COMPLIANCE LIBRARY



Information Blocking Rule

HIPAA



What is
“Information Blocking”
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“Information Blocking” Definition

45 C.F.R. 171.103(a)(1)

"Information blocking means a practice that —

. . . is likely to interfere with access, exchange, or 
use of electronic health information . . .”

(unless the practice is required by law or an exception applies)

There are two different knowledge standards . . .
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Health Care Provider:  Knows

45 C.F.R. 171.103(a)(3)

“If conducted by a health care provider, such 
provider knows that such practice is unreasonable 
and is likely to interfere with access, exchange, or 
use of electronic health information . . .”
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Developer Certified Health IT & HIEs/HINs: 
Knows or Should Know

45 C.F.R. 171.103(a)(2)

“If conducted by a health information technology 
developer, health information network or health 
information exchange, such developer, network or 
exchange knows, or should know, that such 
practice is likely to interfere with access, exchange, 
or use of electronic health information . . .”
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Proposed Rule 42 Fed Reg. 7424, 7519 (March 4, 2019)

ONC Preamble:

“The following hypothetical situations 

illustrate some (though not all) of the 

types of practices described above and 

which would implicate the information 

blocking provision . . .”
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Example #1
Picking & Choosing Connections

A health care provider implements locally-hosted certified
EHR technology. The technology developer is required to
and provides the health care provider with the capability
to automatically publish its production endpoints (i.e.,
the internet servers that an app must ‘‘call’’ and interact
with in order to request and exchange patient data). The
health system chooses not to enable this capability,
however, and provides the production
endpoint information only to apps it
specifically approves. This prevents other
applications—and patients that use them—
from accessing data that should be made
readily accessible via standardized APIs.
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Example #2
Picking & Choosing Referrals

A health care provider directs its EHR developer
to configure its technology so that users cannot
easily send electronic patient referrals and
associated EHI to unaffiliated providers, even
when the user knows the Direct address and/or
identity (i.e., National Provider Identifier) of the
unaffiliated provider.
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Example #3
Disabling Patient Portals

Although an EHR developer’s patient portal

offers the capability for patients to directly

transmit or request for direct transmission of

their EHI to a third party, health care

provider chooses not to enable this

capability.
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Example #4
Delaying Access

A health care provider has the capability 

to provide same-day access to EHI in a 

form and format requested by a patient 

or a patient’s health care provider, but 

takes several days to respond. 
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ONC FAQ:
Delays & Unnecessary Impediments

Question:  Are actors (for example, health care providers) expected to 
release test results to patients through a patient portal or application 
programming interface (API) as soon as the results are available to the 
ordering clinician? 

Answer: While the information blocking regulations do not require actors 
to proactively make electronic health information (EHI) available, once a 
request to access, exchange or use EHI is made actors must timely respond 
to the request (for example, from a patient for their test results). Delays or 
other unnecessary impediments could implicate the information blocking 
provisions.   In practice, this could mean a patient would be able to access EHI
such as test results in parallel to the availability of the test results to the 
ordering clinician.

www.healthit.gov/curesrule/faq/are-actors-for-example-health-care-providers-expected-release-test-
results-patients-through

http://www.healthit.gov/curesrule/faq/are-actors-for-example-health-care-providers-expected-release-test-results-patients-through
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ONC FAQ:
When Delays are Interference

Question:  When would a delay in fulfilling a request for access, exchange, 
or use of EHI be considered an interference under the information blocking 
regulation? 

Answer: A determination as to whether a delay would be an interference
that implicates the information blocking regulation would require a fact-
based, case-by-case assessment of the circumstances. That assessment
would also determine whether the interference is with the legally
permissible access, exchange, or use of EHI; whether the actor engaged in
the practice with the requisite intent; and whether the practice satisfied the
conditions of an exception. Please see 45 CFR 171.103 regarding the
elements of information blocking.

Con’t …         



© 2021 Oscislawski LLC
Connecting Healthcare with Legal ExcellenceSM

ONC FAQ:
Necessary Delays

Unlikely to be an Interference

If the delay is necessary to enable the access, exchange, or use of EHI, it 
is unlikely to be considered an interference under the definition of 
information blocking.

For example, if the release of EHI is delayed in order to ensure that the 
release complies with state law, it is unlikely to be considered an 
interference so long as the delay is no longer than necessary. 

Longer delays might also be possible, and not be considered an 
interference if no longer than necessary, in scenarios where EHI must be 
manually retrieved and moved from one system to another system 
(see, for example, 85 FR 25866-25887 regarding the manual retrieval of 
EHI in response to a patient request for EHI).

Con’t …         
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ONC FAQ:
Blanket Delays likely Interference

Likely to be an Interference

It would likely be considered an interference for purposes of information 
blocking if a health care provider established an organizational policy that, 
for example, imposed delays on the release of lab results for any period of time 
in order to allow an ordering clinician to review the results or in order to 
personally inform the patient of the results before a patient can electronically 
access such results  (see also 85 FR 25842 specifying that such a practice does 
not qualify for the “Preventing Harm” Exception).

To further illustrate, it also would likely be considered an interference:

▪ where a delay in providing access, exchange, or use occurs after a patient 
logs in to a patient portal to access EHI that a health care provider has 
(including, for example, lab results) and such EHI is not available—for any 
period of time—through the portal.

▪ where a delay occurs in providing a patient’s EHI via an API to an app that 
the patient has authorized to receive their EHI.

ww.healthit.gov/curesrule/faq/when-would-delay-fulfilling-request-for-access-exchange-or-use-ehi-be-considered-interference

http://www.healthit.gov/curesrule/faq/when-would-delay-fulfilling-request-for-access-exchange-or-use-ehi-be-considered-interference
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ONC FAQ:
Proactive Push Not Required

Question: Do the information blocking regulations (45
CFR Part 171) require actors to proactively make
electronic health information (EHI) available through
“patient portals,” application programming interfaces
(API), or other health information technology?

Answer: No. There is no requirement under the
information blocking regulations to proactively make
available any EHI to patients or others who have not
requested the EHI. We note, however, that a delay in the
release or availability of EHI in response to a request for
legally permissible access, exchange, or use of EHI may be
an interference under the information blocking
regulations . . . .

www.healthit.gov/curesrule/faq/do-information-blocking-regulations-45-cfr-part-
171-require-actors-proactively-make-electronic

http://www.healthit.gov/curesrule/faq/do-information-blocking-regulations-45-cfr-part-171-require-actors-proactively-make-electronic
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ONC FAQ:
Delays per HIPAA or State Law

Question:   When a state or federal law or regulation, such as the HIPAA Privacy Rule, 
requires EHI be released by no later than a certain date after a request is made, is it 
safe to assume that any practices that result in the requested EHI’s release within 
that other required timeframe will never be considered information blocking? 
(IB.FAQ26.1.2021JAN)

Answer:  No. The information blocking regulations (45 CFR Part 171) have their own 
standalone provisions (see 42 U.S.C. 300jj-52). The fact that an actor covered by the 
information blocking regulations meets its obligations under another law applicable 
to them or its circumstances (such as the maximum allowed time an actor has under 
that law to respond to a patient’s request) will not automatically demonstrate that 
the actor’s practice does not implicate the information blocking definition.

If an actor who could more promptly fulfill requests for legally permissible access, 
exchange, or use of EHI chooses instead to engage in a practice that delays fulfilling 
those requests, that practice could constitute an interference under the information 
blocking regulation, even if requests affected by the practice are fulfilled within a 
time period specified by a different applicable law. 

www.healthit.gov/curesrule/faq/when-state-or-federal-law-or-regulation-such-hipaa-privacy-rule-requires-ehi-be-released-no

http://www.healthit.gov/curesrule/faq/when-state-or-federal-law-or-regulation-such-hipaa-privacy-rule-requires-ehi-be-released-no


© 2021 Oscislawski LLC
Connecting Healthcare with Legal ExcellenceSM

ONC FAQ:
BAA Terms that “Interfere”

Question: Do the information blocking regulations require actors to
violate existing business associate agreements in order to not be
considered information blockers?

Answer: No. The information blocking regulation in 45 CFR part 171 do not
require actors to violate business associate agreements (BAA) or associated
service level agreements. However, the terms or provisions of such
agreements could constitute an interference (and thus could be information
blocking) if used in a discriminatory manner by an actor to forbid or limit
access, exchange, or use of electronic health information (EHI) that otherwise
would be a permitted disclosure under the Privacy Rule.

For example, a BAA entered into by one or more actors that permits access,
exchange, or use of EHI by certain health care providers for treatment should
generally not prohibit or limit the access, exchange, or use of the EHI for
treatment by other health care providers of a patient. See also the section
discussing business associate agreements in the Final Rule at 85 FR 25812.

www.healthit.gov/curesrule/faq/do-information-blocking-regulations-require-actors-violate-existing-business-associate

http://www.healthit.gov/curesrule/faq/do-information-blocking-regulations-require-actors-violate-existing-business-associate
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Contract Terms as “Interference”

• “Contracts and agreements can interfere with the access, exchange, 
and use of EHI through terms besides those that specify unreasonable 
fees and commercially unreasonable licensing terms. 

• A contract may implicate the information blocking provision if it included 
unconscionable terms for the access, exchange, or use of EHI or licensing 
of an interoperability element. 

Example:  requiring a software company that produced a 
patient access application to relinquish all IP rights to the 
Actor or agreeing to indemnify the Actor for acts beyond 
standard practice, such as gross negligence on part of the 
Actor …”
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Compliance To Do:  “Interference”

❑ Identify practices, policies and contract terms that could be construed as 
potentially “interfering with” access, exchange and use of EHI.  Start with: 
 Patient Portal
 Provider Portal
 EMR requests for access, exchange and use of EHI
 Business Associate Agreements
process

❑ Revise language reflecting impermissible practices:
 Data sharing agreements and BAAs that treat two types of otherwise 

similarly-situated requestors differently
 Unreasonably delays (delays not required by law or absolutely necessary)
 Unnecessary impediments (signing of consents when not required by law)
 No blanket delays (e.g., 48 hrs for physician review)
 Update policies to include asking patients for preference on immediate vs. 

delay of availability of test results, and preferred access to other EHI



8 Safe Harbors

1. Preventing Harm  

2. Privacy 

3. Security

4. Infeasibility

5. Health IT Performance

6. Content & Matter 

7. Fees

8. Licensing



Preventing Harm
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Required Elements Must be Met

❑ Reasonable belief 

❑ The practice will substantially reduce

❑ A “Risk” of “Harm” to a patient or another natural 
person that would otherwise arise if the access, 
exchange, or use of EHI were to be granted

❑ The practice must be no broader than necessary to 
substantially reduce the risk of harm that the practice 
is implemented to reduce. 
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Type of “Risk”

The risk of harm must either: 

(1) Be determined on an individualized basis
in the exercise of professional judgment by a 

licensed health care professional who has a 

current or prior clinician-patient relationship 
with the patient whose EHI is affected by the 

determination; 

OR

(2) Arise from data that is known or reasonably 
suspected to be misidentified or mismatched, 
corrupt due to technical failure, or erroneous for 
another reason. 
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HIPAA Access Right – 2 Harm Standards

#2

#1
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Two Harm Standards
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How to Make a “Harm” Determination
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Implementation

❑ Organizational policy:

✓ Be in writing

✓ Be based on relevant clinical, technical, and other appropriate expertise; 

✓ Be implemented in a consistent and non-discriminatory manner; and 

✓ Conforms each practice to the conditions in paragraphs (a) and (b) of this 

section, as well as the conditions in paragraphs (c) through (e) of this section 

that are applicable to the practice and its use.

OR

❑ Individualized Determination:
✓ Based on facts and circumstances known or reasonably believed by the Actor 

at the time the determination was made and while the practice remains in use;

✓ Be based on expertise relevant to implementing the practice consistent with 
the conditions in paragraphs (a) and (b) of this section, as well as the 
conditions in paragraphs (c) through (e) of this section that are applicable to 
the practice and its use in particular circumstances.
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Delaying Lab Results =  Preventing Harm

“[W]e are not persuaded that routinely time-delaying the availability of 
broad classes of EHI should be recognized as excepted from the 

information blocking definition under this exception . . .”

➢ No evidence that routinely delaying EHI availability to patients in the 
interest of fostering clinician-patient relationships substantially 
reduces danger to life or physical safety of patients or other persons
that would otherwise routinely arise from patients’ choosing to access 
the information as soon as it is finalized.

➢ Unless applicable law prohibits making particular information 
available to a patient electronically before it has been conveyed in 
another way, deference should generally be afforded to patients’ 
right to choose whether to access their data as soon as it is available 
or wait for the provider to contact them to discuss their results.
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Sample Use Case:  
Permissible Delaying of Diagnostic Results

▪ Use Case: Adult Patient (18yo+) requests access to his/her own diagnostic results. This would
include any and all type of blood work, cancer screenings, pathology, genetic results etc.

▪ Applicable Harm Standard: Reasonably likely to endanger the life or physical safety.

Permissible “Preventing Harm” Determination

▪ Results cannot be withheld due to mere “sensitivity” or potential for emotional or psychological
distress. 

▪ Labs must be released to patient immediately when available with no delay unless the patient is 
provided with an opportunity and agreed.

▪ Suicide:  If the patient has specifically expressed the intent or desire to commit suicide in response 
to receiving a negative diagnostic result, the patient’s licensed health care professional may make 
an individualized determination that withholding a diagnostic result is reasonably likely to reduce 
or prevent danger to the life or safety of the patient.

EXAMPLE: A patient has advanced cancer, has a prior attempted suicide by intentional overdose and
specifically has stated that if the diagnostic result shows progression of the cancer that she would make
sure that her “next attempt” to take her own life is successful. The patient’s diagnostic test result reveals
rapid progression of the cancer. The licensed health care professional may determine to at least delay the
release the diagnostic results to the patient until such results can be relayed to her in person, and mental
health support resources can be offered. The patient is entitled to a review of the denial.
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Compliance To Do:  “Preventing Harm”

❑ Develop and Implement an IBR P&P for Preventing Harm

❑ Train Licensed Health Care Professionals on how to properly 
make “harm” determinations under the IBR Preventing Harm 
exception:

❑ The two (2) harm standards, and when they can be used.  Use Legal 
HIE Tip Sheet for assistance.

❑ Determine if technology supports individualized determinations by 
Health Care Professionals

❑ Introduce process to request patient preferences re: timing of 
access to EHI requested.

❑ Update HIPAA P&Ps to address differences between the IBR 
Preventing Harm Exception and HIPAA (see Legal HIE 
Whitepaper for further detailed suggestions):
❑ Uses & Disclosures of PHI

❑ Right to Access
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Legal HIE – Sample IBR Policy 
Preventing Harm Exception
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Legal HIE – Tip Sheet  
Preventing Harm Determinations & Selected Use Cases
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Legal HIE - Whitepaper 
How to Implement Preventing Harm
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Legal HIE – Sample Policy
IBR Amendments to HIPAA Access Rights



Privacy Exception
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Four (4) Possible Sub-exceptions

1. Precondition Not Satisfied

2. Health IT Developer of Certified Health IT Not 
Covered by HIPAA

3. Denial Of Individual Right Access Consistent with 
Privacy Rule 164.524(a)(1) & (2)

4. Respect Individual Request to Not Share Info

Must meet All Elements of at least one Sub-exception
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1.  Precondition Not Satisfied (PNS)

State or Federal law requires one or more preconditions
for providing access, exchange, or use of EHI that have not
been satisfied. For example, federal or state law requires
prior written consent:

▪ 42 CFR Part 2 records

▪ Substance abuse treatment records

▪ Mental Health records

▪ HIV/AIDS information

▪ STD information

▪ Genetic Information

▪ Minor’s emancipated care
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Precondition Not Satisfied (PNS)

In order to qualify for the PNS sub-exception, 
additional requirements must be met:

❑ Documentation

❑ Consent or Authorization efforts

❑ Laws of Multiple States
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 PNS: Documentation Requirement

Actor’s practice is tailored to the applicable precondition not satisfied, is 

implemented in a consistent and non-discriminatory manner, and either: 

❑ Conforms to Actor’s organizational policies & procedures that:

❑ Are in writing;

❑ Specify the criteria to be used by the actor to determine when the precondition 
would be satisfied and, as applicable, the steps that Actor will take to satisfy the 

precondition; 

and

❑ Are implemented by Actor, including by providing training on the P&P.

OR

❑ Documented by Actor, on a case-by-case basis, identifying the criteria used 
by Actor to determine when the precondition would be satisfied, any criteria 

that were not met, and the reason why the criteria were not met. 
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 PNS: Consent & Authorization Efforts

If the precondition relies on the provision of a consent or authorization from 

an individual and Actor has received a version of such a consent or 
authorization that does not satisfy all elements of the precondition required 

under applicable law, Actor must:

❑ Use reasonable efforts within its control to provide the individual with 

a consent or authorization form that satisfies all required elements 

of the precondition or provide other reasonable assistance to the 

individual to satisfy all required elements of the precondition;

AND

❑ Not improperly encourage or induce the individual to withhold the 

consent or authorization. 
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 PNS: Laws of Multiple States

For purposes of determining whether Actor’s P&Ps and 

actions satisfy the requirements of paragraphs (b)(1)(i) 

and (b)(2) above when Actor’s operations are subject to 
multiple laws which have inconsistent preconditions, they 

shall be deemed to satisfy the requirements of the 

paragraphs if the Actor has adopted uniform Privacy 
P&Ps to address the more restrictive preconditions. 
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2.  Certified/Health IT Developer Not Covered by HIPAA

N/A
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3.  Denial of Right of Access (HIPAA)

If an individual requests EHI under the HIPAA Privacy Rule’s 
right of access provision under 45 CFR 164.524(a)(1), the 
practice must be consistent with 45 CFR 164.524(a)(2):

❑ Access rights limited to PHI maintained in a Designated Record Set

❑ Can deny Psychotherapy Notes

❑ Can deny Info compiled in anticipation of legal action (e.g., civil; 
criminal; administrative)

❑ Hospitals under contract/direction of correctional institution can 
deny inmate request if would jeopardize health, safety, security, 
custody, or rehabilitation of inmate or other inmates, or safety;

❑ Research restrictions

❑ Privacy Act restrictions

❑ Promise of Confidentiality to third-party source
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ONC FAQ:
Psychotherapy Notes

Question: Does the “electronic health information” definition’s exclusion of 
psychotherapy notes apply to notes of sessions conducted by a type of mental 
health professional other than a psychiatrist? (IB.FAQ16.1.2021JAN)

Answer: It depends. To the extent the content of any particular note meets the 
definition of “psychotherapy notes” in the HIPAA Rules (see 45 CFR 164.501), 
that note would be considered a psychotherapy note for purposes of information 
blocking. The information blocking regulations do not specify types of health 
care providers to be mental health professionals for purposes of applying the 
“psychotherapy notes” definition under the information blocking regulations. 
Thus, all notes that are “psychotherapy notes” for purposes of the HIPAA 
Rules are also “psychotherapy notes” for purposes of the information 
blocking regulations in 45 CFR part 171, and are therefore excluded from the 
definition of EHI for purposes of the information blocking regulations. 

www.healthit.gov/curesrule/faq/does-electronic-health-information-definitions-exclusion-
psychotherapy-notes-apply-notes

http://www.healthit.gov/curesrule/faq/does-electronic-health-information-definitions-exclusion-psychotherapy-notes-apply-notes
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HIPAA “Psychotherapy Notes”

Psychotherapy notes means notes recorded
(in any medium) by a health care provider
who is a mental health professional
documenting or analyzing the contents of
conversation during a private counseling
session or a group, joint, or family counseling
session and that are separated from the
rest of the individual’s medical record.

Psychotherapy notes excludes medication prescription and monitoring,
counseling session start and stop times, the modalities and frequencies of
treatment furnished, results of clinical tests, and any summary of the following
items: diagnosis, functional status, the treatment plan, symptoms, prognosis,
and progress to date.

HIPAA Privacy Rule, 45 C.F.R. 164.501.
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4.   Respecting Individual’s Request for Restrictions

❑ Individual requests that Provider not grant such

access, exchange, or use of Individual’s EHI. Cannot be

any improper encouragement or inducement of the
request by the Provider;

❑ Must document the Individual’s request for restriction

within a reasonable time period;

and

❑ Practice must be implemented in a consistent and

nondiscriminatory manner.
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Respecting Individual Request (con’t)

Actor may terminate an individual’s request for a restriction to not provide such 

access, exchange, or use of the individual’s EHI ONLY if:

❑ The individual agrees to the termination in writing or requests the 

termination in writing; 

❑ The individual orally agrees to the termination and the oral agreement is 

documented by Actor; OR

❑ Actor informs the individual that it is terminating its agreement to not 

provide such access, exchange, or use of the individual’s EHI except that such 

termination is: 

❑ Not effective to the extent prohibited by applicable Federal or State 

law; 

and

❑ Only applicable to EHI created or received after Actor has so informed 

the individual of the termination.
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Compliance To Do:  Privacy

❑ Develop and Implement an IBR P&P for Privacy

❑ Identify federal and state laws requiring a precondition (e.g., consent; parental 
rights to minor’s rights) to access, use and exchange of EHI.  

❑ Develop detailed procedures “specifying criteria used” to determine when required 
precondition is satisfied as a matter of law and train workforce on same OR develop 
procedure for making such determinations on case-by-case basis and documenting. 

❑ Review consent P&Ps, and revise as needed to address consent requirements in 
response to Requestor seeking access to EHI:

❑ Do not require consent when not required as matter of law

❑ Must make reasonable efforts to help obtain consent when required

❑ Do not improperly encourage or induce person to withhold consent

❑ If operating in multiple states, develop uniform P&P to allow most restrictive 
provisions to apply in all states of operation

❑ Update HIPAA P&P re: Patient Requests for Restrictions to include IBR requirements.

❑ Follow HIPAA for denials of Right of Access under 164.524(a)(1)&(2)
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Legal HIE – Sample Policy
Privacy Exception
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Legal HIE Whitepaper
Minors’ Consent Rights



Security Infeasibility
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3 Possible Sub-Exceptions

1. Uncontrollable events: Actor cannot fulfill the request for access, exchange, 
or use of EHI due to a natural or human-made disaster, public health 
emergency, public safety incident, war, terrorist attack, civil insurrection, 
strike or other labor unrest, telecommunication or internet service 
interruption, or act of military, civil or regulatory authority. 

2. Segmentation: Actor cannot fulfill the request for access, exchange, or use of 
EHI because Actor cannot unambiguously segment the requested EHI that 
cannot be made available due to: 

(i)  patient’s preference (refuses to sign consent), 

(ii) due to federal or state law preventing it, or 

(iii) falls within Preventing Harm Exception. 

3. Infeasibility Under The Circumstances
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“Infeasibility Under the Circumstances”

❖ Contemporaneous Written Record or Other Documentation demonstrates 
consideration of the following factors supporting the determination:

1. The type of EHI and the purposes for which it may be needed;

2. The cost to Actor of complying with the request in the manner requested;

3. The financial and technical resources available to the Actor; 

4. Whether the Actor’s practice is non-discriminatory and the Actor provides the 
same access, exchange, or use of EHI to its companies or to its customers, 
suppliers, partners, and other persons with whom it has a business relationship;

5. Whether the Actor owns or has control over a predominant technology, platform, 
HIE, or HIN through which EHI is accessed or exchanged; and 

6. Why the Actor was unable to provide access, exchange, or use of EHI consistent 
with the [Content & Manner Exception]. 

❖ Shall NOT consider whether the manner requested:

1. Would have facilitated competition with Actor; and/or

2. Prevented Actor from charging a fee or resulted in a reduced fee. 



© 2021 Oscislawski LLC
Connecting Healthcare with Legal ExcellenceSM

Legal HIE Tool: 
Decision Tree & Documentation
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Must Consider the Manner Exception

❖ Manner Requested: Actor must fulfill a request described in paragraph (a) of 
this section in any manner requested, unless Actor is technically unable to fulfill the 

request or cannot reach agreeable terms with the requestor to fulfill the request. 

❖ Alternative Manner: Actor must fulfill the request without unnecessary delay in 

the following order of priority, starting with first and only proceeding to the next 

consecutive alternative if Actor is technically unable to fulfill the request in the 

manner identified in a paragraph: 
❑ Using technology certified to standard(s) adopted in part 170 that is specified by the 

requestor

❑ Using content and transport standards specified by the requestor and published by:  
(1) The Federal Government; or (2) A standards developing organization accredited by 

the American National Standards Institute. 

❑ Using an alternative machine-readable format, including the means to interpret the 

EHI, agreed upon with the requestor. 
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Documentation Requirement:

If Actor does not fulfill a request for 
access, exchange, or use of EHI for any of 
the qualifying reasons, Actor must, 
within ten (10) business days of receipt 
of the request, provide to the requestor 
in writing the reason(s) why the request 
is infeasible.
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Legal HIE Sample Form
Notice of Infeasibility
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Compliance To Do:  Infeasibility

❑ Develop and Implement an IBR P&P for Infeasibility

❑ Use the Legal HIE Decision Tree Tool to evaluate new 
EHI requests under the Infeasibility Exception and 
document decisions.

❑ Use a “Notice of Infeasibility” to inform a Requestor 
when a decision is made to deny access, exchange or 
use of EHI due to infeasibility.  Ensure that decision are 
consistent and do not discriminate.
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Legal HIE – Sample Policy 
Infeasibility Exception 



Content & Manner
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Content
§171.301(a)

➢ Up until October 5, 2022 – Actor may elect to only
respond to a request to access, exchange, or use EHI 
identified by the data elements represented in the 
USCDI standard 

➢ On & after October 6, 2022, Actor must respond to a 
request to access, exchange, or use of FULL EHI 
(defined in §171.102) 



USCDI Standard v.2  (July 2021)

Visit: United States Core Data for Interoperability (USCDI) - July 2021 - Version 2 (healthit.gov)

https://www.healthit.gov/isa/sites/isa/files/2021-07/USCDI-Version-2-July-2021-Final.pdf
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Manner Condition
§171.301(b)(1)

➢ Provider must fulfill a request described in paragraph (a) of this section 
in any manner requested, unless provider is technically unable to fulfill 

the request or cannot reach agreeable terms with the requestor to fulfill 

the request. 

➢ If Actor fulfills a request in any manner requested:

(A) Any fees charged by Actor in relation to fulfilling the response 

are not required to satisfy the exception in § 171.302 (Fees Exception);

and

(B) Any license of interoperability elements granted Actor in relation 

to fulfilling the request is not required to satisfy the exception in §

171.303 (Licensing Exception). 
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Alternative Manner
§171.301(b)(2)

Provider must fulfill the request without unnecessary delay in the following 

order of priority, starting with first and only proceeding to the next alternative if 
technically unable to fulfill the request in the manner identified in each 

progressive option: 
 Using technology certified to standard(s) adopted in part 170 that is specified by 

the Requestor

 Yes  (stop. Produce EHI in this manner)  No (proceed)

 Using content and transport standards specified by the requestor and published 

by:  (1) The Federal Government; or (2) A standards developing organization 
accredited by the American National Standards Institute. 

 Yes  (stop. Produce EHI in this manner)  No (proceed)

 Using an alternative machine-readable format, including the means to interpret the 
EHI, agreed upon with the requestor. 

 Yes  (Produce EHI in this manner)  No (Infeasibility Exception may apply)

➢ Any fees charged in relation to fulfilling the request are required to satisfy the Fees Exception.

➢ Any license of interoperability elements granted in relation to fulfilling the request is required to 
satisfy the Licensing Exception.



© 2021 Oscislawski LLC
Connecting Healthcare with Legal ExcellenceSM

Compliance To Do:  Content & Manner

❑ Develop and Implement an IBR P&P for Content & Manner

❑ Inform Requestors that only USCDI data must be provieed
through Oct 5, 2022. Include contractual language in BAAs 
and other Data Sharing Agreements including this 
restriction.

❑ Determine whether USCDI data can be segmented from 
non-USCDI data.  If not, provider may assert the 
Infeasibility Exception.

❑ Create a process for determining whether the Manner being 
requested is technically feasible to produce.  Use checklist 
to respond to Requestors accordingly.
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Legal HIE – Sample Policy 
Content & Manner Exception 



Fees 
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Elements of the Exception

Fees a Actor charges must be —

(i) Based on objective and verifiable criteria that are uniformly applied for 

all similarly-situated classes of persons or entities and requests; 

(ii) Reasonably related to the Actor’s costs of providing the type of access, 

exchange, or use of electronic health information to, or at the request of, the 

person or entity to whom the fee is charged; 

(iii) Reasonably allocated among all similarly situated persons or entities 

to whom the technology or service is supplied, or for whom the technology is 
supported; and 

(iv) Based on costs not otherwise recovered for the same instance of 

service to a provider and third party. 
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Elements of the Exception

The fees Actor charges must NOT be based on—

(i) Whether the requestor or other person is a competitor, potential competitor, or will 

be using the EHI in a way that facilitates competition with the Actor; 

(ii) Sales, profit, revenue, or other value that the requestor or other persons derive or 

may derive from the access, exchange, or use of the EHI; 

(iii) Costs the Actor incurred due to the health IT being designed or implemented in a 
non-standard way, unless the requestor agreed to the fee associated with the non-

standard design or implementation to access, exchange, or use the electronic health 

information; 

(iv) Costs associated with intangible assets other than the actual development or 
acquisition costs of such assets; 

(v) Opportunity costs unrelated to the access, exchange, or use of EHI; or 

(vi) Any costs that led to the creation of intellectual property, if the Actor charged a 

royalty for that intellectual property pursuant to § 171.303 and that royalty included the 

development costs for the creation of the intellectual property. 
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Excluded Fees

This exception does not apply to—

1. A fee prohibited by 45 CFR 164.524(c)(4) of HIPAA Privacy Rule;

2. A fee based in any part on the electronic access of an individual’s EHI 

by the individual, their personal representative, or another person or 

entity designated by the individual;

3. A fee to perform an export of EHI via the capability of health IT certified to 

§ 170.315(b)(10) of this subchapter for the purposes of switching health IT 

or to provide patients their EHI; and 

4. A fee to export or convert data from an EHR technology that was not 

agreed to in writing at the time the technology was acquired. 
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ONC FAQ
www.healthit.gov/curesrule/resources/information-blocking-faqs

Question: Are contractual fees for the export of electronic health information (EHI)
using technology that is not certified to 45 CFR 170.315(b)(10) enforceable if the fees
were agreed to prior to the applicability date of the information blocking provision?

Answer: Yes, but only to the extent that the fees for the EHI export comply with the
“Fees Exception” (45 CFR 171.302). For example, if the fees to export or convert data
from the technology were not agreed to in writing at the time the technology was
acquired, then the “Fees Exception” would not be available and such fees could implicate
the information blocking definition unless another exception applies (45 CFR
171.302(b)(4)).

Note that if the EHI export would be performed using health IT certified under the ONC
Health IT Certification Program (45 CFR Part 170) to the “EHI Export” certification
criterion (45 CFR 170.315(b)(10)), a fee that is charged to perform such export for
purposes of switching health IT or to provide patients their electronic health
information (45 CFR 171.302(b)(3)) would not qualify for the “Fees Exception”.

http://www.healthit.gov/curesrule/resources/information-blocking-faqs
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Compliance To Do:  Fees

❑ Develop and Implement an IBR P&P for Fees

❑ Develop a process for reviewing fee provisions in 
applicable agreements to ensure they meet the IBR 
Fees Exception when required. 

❑ Review & update HIPAA P&P re: Right of Access 
(specifically, re: charging a patient or personal 
representative any fee for access to EHI). 
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Legal HIE – Sample Policy 
Fees Exception 



Licensing

Act 2



Compliance To Do
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Info Blocking “To Do” List

 Assemble a “team” to tackle Information Blocking. 
 Legal/Compliance

 Privacy Officer

 Vendor/EMR representative

 IT/ Security

 Determine what type(s) of “Actor” is your organization?
 Health Care Provider

 HIE/HIN

 Certified Health IT Vendor

 Identify/evaluate current practices for potential info blocking
 Patient Portals

 Provider Portals

 EMR requests for access; exchange; use of EHI

 Review HIPAA Business Associate Agreements & update if needed
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Info Blocking Compliance:
“To Do” List  (con’t)

 Develop basic Information Blocking policies:

 Implement compliant practices:
❑ Preventing Harm

 Use a harm “decision tree” for determinations
 Practitioner training/education
 Make determinations based on written Organizational Policy or Episodic

❑ Privacy

 Review & update Consent process
 Identify exceptions to consent under applicable federal & state law
 Process for “reasonable efforts” to facilitate obtaining compliant consent when required

 Review & update HIPAA Right of Access & Personal Representatives P&Ps
 Minors & Parents
 Guardians & other legal representatives
 Unreviewable denials of access

 Review & update HIPAA Request for Confidential Communications P&Ps
 Training as needed for registration, HIM, medical records, staff etc.
 Make determinations based on written Organizational Policy or Episodic

 Fees
 Licensing

 Preventing Harm
 Privacy

 Security
 Infeasibility

 Health IT Performance
 Content & Manner
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Info Blocking Compliance:
“To Do” List  (con’t)

 Implement compliant practices:

❑ Infeasibility
 Use an infeasibility “decision tree” for determinations.  Document.
 Use a “Notice of Infeasibility” to inform requestor when a decision is made to deny 

access, exchange or use of EHI due to infeasibility.

❑ Content & Manner – determine if only USCDI data will be provided, or all EHI

❑ Identify how requests for EHI are going to received and 
escalated for Info Blocking evaluation going forward. 



What questions or practical issues would you like to see addressed in the Information Blocking 
learning sessions from a Compliance and/or IT perspective?

1. Sharing/blocking psychotherapy notes with patients/parents/guardians. Information Blocking rule vs. 
HIPAA- preemption analysis. Including when they are part of an integrated health record (i.e., not kept 
separate from the health record). PRIVACY EXCEPTION

2. Latitude of ability to release information for care coordination purposes to non- covered entity 
PRIVACY EXCEPTION;  PROPOSED CHANGES TO  HIPAA PRIVACY RULE

3. Examples of patient data that fall under the self-harm clause. Tips on how to implement policy and 
how to document PREVENTING HARM EXCEPTION; TIP SHEET

4. Implications for behavioral health providers/SUD and BH compliance issues PRIVACY EXCEPTION; 
TECHNOLOGY (segmentation)

5. Questions surrounding auto-release of results to patient portals e.g., risk of feeding information to a 
patient portal before provider review.  INFORMATION BLOCKING; PREVENTING HARM; INFEASIBILITY

6. What turnaround time frames do you recommend when the org has 2 or more EMRs?  ONC FAQ.

7. Staff still need crystal-clear explanations of why common steps (e.g. requiring patient request) are info 
blocking.  REQUEST IS PRE-REQUISITE.  ONC FAQ ON PORTALS. 

8. Questions surrounding making available full clinical notes.  USCDIv2;  CONTENT EXCEPTION.

9. How do the functionality of interfaces effect our legal standing.  INFEASIBILITY EXCEPTION

10. Sample compliance P&P LEGAL HIE COMPLIANCE LIBRARY



Helen Oscislawski, Esq.

Principal, Attorneys at Oscislawski LLC

helen@oscislaw.com

609-835-0833

Questions?

Need sample policies & documentation tools to comply with 
Information Blocking?  

Legal HIE compliance library:   www.legalhie.com/membership

mailto:helen@oscislaw.com
http://www.legalhie.com/membership

