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Disclaimer

This is a NYS Health Center Controlled Network (NYS-HCCN) Activity

A HRSA-Funded Project of the Community Health Care Association of New York State

HCCN Grant Number: H2QCS30278
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Welcome

Alex Lipovtsev
Director – Health Center Support

Emergency Management

alipovtsev@chcanys.org

212-279-9686 x127

Avery Epstein
Program Manager

Data & Technology

aepstein@chcanys.org

212-279-9686 x109

mailto:alipovtsev@chcanys.org
mailto:aepstein@chcanys.org
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2020 HCCN Webinar Series

The webinar series consists of 3 parts with the following schedule:

Part I - Emergency Management Planning for CybersecurityFebruary 12
• Introduction, general concepts of emergency management that would be 

important to consider for cybersecurity and protecting your data and systems.

Part II – Cybersecurity Hazards: Threat, Assessment & 
RecoveryFebruary 26

•Focus on cybersecurity as a specific hazard, assessment of vulnerabilities, 
making a robust plan and recovering quickly when affected.

Part III – Cybersecurity through the lens of Business 
ContinuityMarch 10

•Cybersecurity activities through the prism of the general organizational business 
continuity planning efforts

Today
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2020 HCCN Webinar Series

Additionally, HITEQ will host the following webinars part of this HCCN series:

Ransomware GuidanceMarch 24
12:00 pm – 1:00 pm

• TO JOIN -
https://zoom.us/j/958917558?pwd=emZ2WXF1N3o2eU1YSjMzdmJOZFhkdz09

Password: 290814

Cybersecurity Breach Protection and ResponseApril 7
11:30 am – 12:30 pm

• TO JOIN -
https://zoom.us/j/342999407?pwd=cEE4RUtMMTZ2dGRoSitRNW5Pd3Jldz09

Password: 255076

https://zoom.us/j/958917558?pwd=emZ2WXF1N3o2eU1YSjMzdmJOZFhkdz09
https://zoom.us/j/342999407?pwd=cEE4RUtMMTZ2dGRoSitRNW5Pd3Jldz09
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Today’s Objectives

■ Define structure of a hazard-specific plan

■ Introduce the Cybersecurity Framework

■ Define steps for setting up effective cybersecurity plans

■ Provide relevant resources 
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QUICK RECAP
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The Emergency Management Cycle

Emergency Management Programs are based on the four phases of the Emergency 

Management cycle:

Mitigation / 
Prevention

Preparedness

Recovery Response

Business

Continuity
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Steps in the EM Planning Process 

Source:  FEMA

https://www.fema.gov/media-library/assets/documents/25975

https://www.fema.gov/media-library/assets/documents/25975
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EOP Traditional Format

■ Base Plan

– Intro, Purpose, Communications, Finance 

etc. 

■ Functional Annexes

– Business Continuity, Volunteer 

Management, Evacuation, Fire Safety, 

etc. 

■ Hazard-, Threat-, or Incident- Specific Annexes

– Coastal Storm, Infectious Disease, 

Cyberattack, Inclement Weather, Active 

Shooter, etc.
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Traditional Format

Hazard-specific 

Annexes

Functional 

Annexes

Base Plan

Cybersecurity Inclement Weather

Coastal Storm

Active Shooter 

Threat

Infectious Disease 

Outbreak

Transportation

Evacuation

Business 

Continuity

Communications
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CYBERSECURITY 
HAZARD-SPECIFIC PLAN
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Hazard-specific 

Annexes

Functional 

Annexes

Base Plan

Hazard-Specific Annex for Cybersecurity

Cybersecurity
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Sample Cyber Security Plan Elements

1. Introduction

2. Purpose

A. Scope 

B. Planning Assumptions 

3. Policies and Agreements

• Activation

4. Situation and Assumptions

5. Roles and Responsibilities

6. Concept of Operations

• Mitigation, Preparedness, Response, 

Recovery; 

7. Direction and Control

8. Plan Development

9. Standards, Regulations and 

Guidelines

10.Appendices

– Appendix A - Glossary
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Concept of Operations (CONOPS)

■ The Concept of Operations (CONOPS) is a user-oriented document that “described 

systems characteristics for a proposed system from a user’s perspective. 

■ The CONOPS section explains, in very broad terms, the process and strategy involved in 

preparing, responding, recovering, and mitigating against the impacts of hazards that 

threaten the health center.

Mitigation / 
Prevention

Preparedness

Recovery Response

ConOps
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Participant Poll 1
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THE CYBERSECURITY 
FRAMEWORK
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The Cybersecurity Framework 

■ Set forth by the National Institute of 

Standards and Technology (NIST) under 

the United States Commerce 

Department. 

■ NIST is responsible for developing 

information security standards for 

federal agencies. 

■ The Cybersecurity Framework is a set of 

guidelines for private sector companies 

to follow to be better prepared in 

identifying, detecting, and responding 

to cyber-attacks

https://www.nist.gov/cyberframework

https://www.nist.gov/cyberframework
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Three Primary Components

• Core

Desired cybersecurity outcomes organized 

in a hierarchy and aligned to more detailed 

guidance and controls

• Profiles

Alignment of an organization’s 

requirements and objectives, risk appetite 

and resources using the desired outcomes 

of the Framework Core

• Implementation Tiers

A qualitative measure of organizational 

cybersecurity risk management practices
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2
1

NIST Cybersecurity Framework
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Framework Core Function

Identify - Develop an organizational understanding to manage cybersecurity 

risk to systems, people, assets, data, and capabilities. 

■ Examples of outcome Categories within this Function include: 

– Asset Management 

– Business Environment

– Governance

– Risk Assessment*

– Risk Management Strategy* 
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Reminder: HIPAA Security Rule Requirements

■ The HIPAA Security Rule requires HIPAA covered entities and business associate to identify 

and respond to suspect or known security incidents; mitigate, to the extent practicable, 

harmful effects of security incidents that are known to the covered entity or business 

associate; and document security incidents and their outcomes. See 45 C.F.R. §

164.308(a)(6). 

■ The HIPAA Security Rule also requires HIPAA covered entities and business associates to 

establish and implement contingency plans, including data backup plans, disaster 

recovery plans, and emergency mode operation plans. See 45 C.F.R. § 164.308(a)(7). 

https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/adminsafeguards.p

df?language=es

https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/adminsafeguards.pdf?language=es
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Assessing Risk

Known and 
Projected 

Risks

Impact Severity Probability Root Cause
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Resources for Assessing Risk

■ Security Risk Assessment Tool from HealthIT.gov

– https://www.healthit.gov/topic/privacy-security-and-hipaa/security-

risk-assessment-tool

■ HHS Guidance on Risk Analysis

– https://www.hhs.gov/hipaa/for-

professionals/security/guidance/guidance-risk-analysis/index.html

https://www.healthit.gov/topic/privacy-security-and-hipaa/security-risk-assessment-tool
https://www.hhs.gov/hipaa/for-professionals/security/guidance/guidance-risk-analysis/index.html
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Risk Assessment: First Steps

■ Identify stakeholders

■ Hire a Chief Information Security Officer (CISO)

■ Consider: 

– How are you currently identifying risk? 

– What tools do you have?

– Are near-misses captured?  



2
7

Risk Assessment: Choosing a Vendor

Spotlight

■ Dynamic solutions

■ Purpose Built Platforms

■ Implementation: scope, 

timeline, budget
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Vendor Contracts & Business Associate 
Agreements (BAAs)

■ Specific data security/protection issues to review include: 

– Security and data protection expectations

– Substantive notification obligations (e.g., information to be provided and shared by 

vendor)

– Coordination of security incident response

– Sharing of information regarding/performance of ongoing risk assessments and 

audits

– Vendor data storage and data destruction practices

– Level of customer data segregation

– Termination/ unwinding/ transition requirements

– Indemnification, limitation of liability, and insurance provisions

■ Ensure BAAs are negotiated in light of the scope of services being provided and the level 

of risk related to PHI.
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Homeland Security Cybersecurity Advisors

■ The Department of Homeland Security’s (DHS) Cybersecurity Advisor (CSA) Program offers 

cybersecurity assistance on a voluntary, no-cost basis to critical infrastructure 

organizations. 

■ The CSA Program maintains regional subject matter experts throughout DHS emergency 

management and protection regions. CSAs introduce organizations to various no-cost DHS 

cybersecurity products and services, along with other public and private resources, and 

act as liaisons to other DHS cyber programs and leadership. 

DHS Region II Cybersecurity Advisor (CSA)

R. S. Richard Jr. 

richard.richard@hq.dhs.gov

(631) 241-3662

mailto:richard.richard@hq.dhs.gov
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Resource – Health Industry Cybersecurity 
Practices 

■ Aims to raise awareness, provide vetted cybersecurity practices, and move towards 

consistency in mitigating the current most pertinent cybersecurity threats to the sector. It 

seeks to aid healthcare and public health organizations to develop meaningful 

cybersecurity objectives and outcomes. 

– The main document examines cybersecurity threats and vulnerabilities that affect 

the healthcare industry. It explores (5) current threats and presents (10) practices to 

mitigate those threats. 

– Technical Volume 1 discusses these ten cybersecurity practices for small healthcare 

organizations 

– Technical Volume 2 discusses these ten cybersecurity practices for medium and 

large healthcare organizations. 

– Resources and Templates volume provides additional cybersecurity resources and 

references 

SOURCE: Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients

http://www.phe.gov/405d
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Participant Poll 2
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Framework Core Function

Protect – Develop and implement appropriate safeguards to ensure delivery of 

critical services.

■ Examples of outcome Categories within this Function include: 

– Identity Management and Access Control 

– Awareness and Training*

– Data Security

– Information Protection Processes and Procedures

– Maintenance

– Protective Technology
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Develop a Cybersecurity Training Program

■ Consider conducting a tabletop exercise to simulate a cyber incident.

– Focus on incident management and response

– Evaluate decision-making readiness

– Review response plans, line up trusted providers

– Prepare your message(s) to the public and key stakeholders

– Identify and involve your counsel.

■ Determine if your organization outsources certain functions and identify 

involved stakeholders.

– Focus on "high risk" data

– Not limited to IT department
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Framework Core Function

Detect – Develop and implement appropriate activities to identify the 

occurrence of a cybersecurity event.

■ Examples of outcome Categories within this Function include: 

– Anomalies and Events

– Security Continuous Monitoring

– Detection Processes
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Framework Core Function

Respond – Develop and implement appropriate activities to take action 

regarding a detected cybersecurity incident.

■ Examples of outcome Categories within this Function include: 

– Response Planning

– Communications* 

– Analysis 

– Mitigation*

– Improvements*
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SDOH Cybersecurity Protocol

■ State Department of Health (SDOH) notification 

protocol for when providers have experienced a 

potential cyber security incident at their facility or 

agency.

■ Issued by Office of Health Information 

Management (OHIM DAL 19-01) on August 12, 

2019 and in effect immediately.

■ Update issued by Office of Health Information 

Management (Revised OHIM DAL 19-01) on 

October 18, 2019. Includes a FAQ sheet. 

■ Providers should contact their respective NYSDOH 

Regional Office immediately at the onset of a 

cybersecurity incident.

■ For questions: Please send an e-mail to 

ohim@health.ny.gov

mailto:ohim@health.ny.gov
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SDOH Cybersecurity Protocol (cont.)
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What is the Role of the State Health 
Department?

■ Engage with the provider to learn and assess the impact of the cyber event 
to the larger public health landscape

■ Facilitate communication with State, Federal and third-party resources as 
the need arises

■ Advise providers of alternative methods of continuing critical aspects of 
their operations during an IT outage

■ Collect and share general information on the cyber threats with other 
providers to prevent and protect other providers from similar vulnerabilities

■ Establish and maintain a trusted collaboration with all types of providers, 
associations, other stakeholders  

■ Liaise with Health Information Technology community as needed

■ Protect State IT resources as necessary
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GNYHA Guide to Cybersecurity Reporting
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Mitigate! Healthcare Sector Attacks Can 
Spread Very Quickly

■ May cause major disruption of the healthcare delivery system in a city, 

county, region, involving thousands of providers, patients and residents:  

– Interconnected/interdependent provider networks; communications 

between referring providers deliver multiple access points for attack; 

– disparity between organizations’ ability to address cybersecurity 

issues; 

health care as a whole will only be as secure as the weakest link 

– locations not expecting to be a target can serve as doorways to other, 

more complex partners with greater cyber risks and rewards for the 

hacker 
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After-Action Report / Improvement Plan
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Framework Core Function

Recover – Develop and implement appropriate activities to maintain plans for 

resilience and to restore any capabilities or services that were impaired due to 

a cybersecurity incident.

■ Examples of outcome Categories within this Function include: 

– Recovery Planning 

– Improvements

– Communications
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Hazard-specific 

Annexes

Functional 

Annexes

Base Plan

Hazard-Specific Annex for Cybersecurity

Cybersecurity
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Part III – Cybersecurity through the lens 
of Business ContinuityMarch 10

•Cybersecurity activities through the prism of the general organizational business 
continuity planning efforts.

REGISTER HERE

Coming Up Next!

https://zoom.us/webinar/register/WN_45K07KTpT0id3FYPzlWREg
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Webinar Evaluation

We value your feedback!
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Questions?

NYS HCCN

hccn@chcanys.org

mailto:emteam@chcanys.org

